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Keeping Safe in Cyberspace and Insuring Your Business’ Survival
By Mark Goldstein, International Research Center
We have entered an age where our enterprises have come to increasingly depend on information technology and communications capabilities as mission-critical to the organization's operations and where risks to that infrastructure must be continually assessed and mitigated, while even the worst of situations are planned for. At the same time that cyber security threats are growing in frequency, sophistication, and insidiousness, we have begun a new era of regulatory compliance where Sarbanes-Oxley Act (SOX), the Gramm-Leach-Bliley Act (GLBA), Healthcare Information Portability and Accountability Act (HIPAA), as well as other laws and regulations impose strict requirements on enterprises for appropriate policies and procedures, accompanied by the retention of electronic communications.
Good corporate governance and protection of your brand and reputation demands that you have adequate information technology policy frameworks in place and use best practices for risk management and insuring business continuity, realizing that this is an essential part of doing business and can in fact be managed with positive results. There are significant ongoing security concerns and potential vulnerabilities across the enterprise as part of an ever evolving threat landscape. It takes planning, ongoing assessment, continual vigilance, an appropriate allocation of resources, periodic testing, and measured responsiveness to protect the organization's proprietary information, as well as customer and employee privacy and safety, while insuring continuity of operations.
No one "owns" the Internet and no single government, agency or entity is "responsible" for it, so companies need to be properly prepared and to be willing and able to act on their own behalf. As newer collaborative technologies and wireless connections create new avenues for exposure, improvements in security capabilities and practices need follow along to extend and reinforce your organizations' protection. For many small and medium firms, the overall technical complexity, incessant speed of change, and necessity for 24x7 support may well exceed realistic internal IT staffing capabilities. This has lead to the rise of vendors that serve to fill the corporate gaps and augment current capabilities with outsourced professional and managed services offerings. By serving many such customers’ IT and security needs, they can share the cost of the necessary infrastructure, provide redundancy and diversity, and maintain a complement of highly trained staff that keeps current with evolving threats and best practices. Their ala carte menu of offerings are often today’s best bet to supplement internal corporate capabilities.
AT&T (http://www.business.att.com/) carries more telecom traffic than anyone in the world and maintains one of their world-class Internet Data Centers (IDC) here in Mesa to support a broad range of professional and managed services. Susan Stoll, AT&T Business Services Area Vice President for the Desert Mountain States indicates, “Our strategy has been to turn AT&T’s network into a security device, making security a functional part of our network.” AT&T Internet Protect program extracts real-time intelligence from their network to predict and detect threats, send critical alerts to clients, and stop many attacks in their tracks. “With so many end points and the increasing desire for employee remote connectivity, security must continue to move into the core of the network itself.”
Ensynch (http://www.ensynch.com/) has its main data center in Tempe and focuses on Disaster Recovery and Business Continuity Services through their EnDemand Framework that includes web hosting, off-site storage, managed firewalls, intrusion detection, directory management, spam and virus filtering, e-mail archiving, and even access to Recovery Workspace cubicles at their data center. Gene Holmquist, President of Ensynch points out that “EnDemand is unique in the mid-market environment, providing small and medium companies with a truly integrated security infrastructure and services to manage and host their entire IT platform or any components thereof.”

Cox Business Services (CBS) in Phoenix (http://www.coxbusiness.com/systems/az_phoenix/) provides Managed Virtual Private Networks and IT support allowing employees to telecommute from home over secure Internet connections to a variety of Valley enterprises. They are also in the process of establishing a local Cox Data Center (CDC) to provide a variety of hosting and managed services. 

Dave Morris, Cisco’s (http://www.cisco.com/) Regional Manager for Western Area Enterprise Security says, “We can no longer think of individual computers or devices operating independently, but must come to view them as a system operating in a holistic manner.” He feels that in the future some threats like spam and phishing will be largely overcome by better source identification and authorization, while our network security moves to behavior-based anomaly detection and better integration of remote and local communications.

According to Harvey Shrednick, ASU Center for Advancing Business through Information Technology (CABIT - http://wpcarey.asu.edu/seid/cabit/) Professor and Partnership Development Coordinator “The interconnected nature of the knowledge economy and security issues calls for the development of pragmatic and process frameworks within the context of cutting-edge technology solutions. We established CABIT in response to the need to bring people and resources together in three primary security areas: the enterprise both in the office and remote participation, the community including issues of bioterrorism, surveillance, and public health preparedness, as well as on the personal level regarding such issues as identity theft, privacy, and fraud protection.” ASU CABIT recently held their 3rd annual Security Symposium: Information Security in the Knowledge Economy and continues as an important research center to advance knowledge about how to use technology more effectively to enhance business performance and competitiveness.
Mesa Community College’s Business & Industry Institute (http://bii.mc.maricopa.edu/) has a specialized Information Assurance Program that was recently recognized with a prestigious Committee on National Security Systems (CNSS) Award as one of the few community college programs meeting all elements of the CNSS 4011 Standard for the Information Systems Security Professional certification. The University of Advancing Technology (UAT - http://www.uat.edu/) in Tempe also offers an Information Assurance major in their Network Security program providing both critical hands-on and real-world experiences to produce graduates that can be successful within the rapidly evolving enterprise technology environment.
This October is the second annual National Cyber Security Awareness Month with a number of government and industry partners working in collaboration to raise awareness of cyber security so that users improve their cyber security preparedness with educational programs, events, and initiatives targeting small businesses, education audiences, and home users. Like they used to say on Hill Street Blues, “Take care and be safe out there.”
Get Connected

Arizona Educational Resources:

Arizona State University (ASU) Center for Advancing Business through Information Technology (CABIT) - http://wpcarey.asu.edu/seid/cabit/
Mesa Community College’s Business & Industry Institute - http://bii.mc.maricopa.edu/
University of Advancing Technology (UAT) - http://www.uat.edu/
Selected Security Vendors:

AT&T Enterprise Business - http://www.business.att.com/
Cisco Systems, Inc. - http://www.cisco.com/
Cox Business Services - http://www.coxbusiness.com/systems/az_phoenix/
Ensynch - http://www.ensynch.com/
Arizona Cyber Security Organizational Resources:

Arizona 2-1-1 Online (State of Arizona doorway to health, human service and emergency response resources) - http://www.az211.gov/
Arizona Chapter of The Association of Contingency Planners (AzACP) - http://www.azacp.org/
Arizona Technology Council - http://www.aztechcouncil.org/
Arizona Telecommunications & Information Council (ATIC) Cyber Security Committee - http://atic.researchedge.com/cybersec/
Information Systems Security Association (ISSA) Phoenix - http://www.issa.org/phoenix/
Phoenix InfraGard Chapter - http://www.phoenixinfragard.net/
Society of Information Management (SIM) Arizona Chapter - http://www.azsimnet.org/
Sonoran Desert Security Users Group (SDSUG) - http://causergroups.com/UserGroups/UserGroupHome.aspx?ID=200
Southern Arizona Tech Council (SATC) - http://www.satc-az.com/
Selected Security Resources:

Computer Emergency Response Team (CERT) Coordination Center - http://www.cert.org/
Computer Incident Advisory Capability (CIAC from U.S. DOE) - http://www.ciac.org/ciac/

CIAC Hoax Busters - http://hoaxbusters.ciac.org/
Microsoft Security Assessment Tool (MSAT) - http://www.securityguidance.com/
National Cyber Security Alliance (NCSA) Stay Safe Online - http://www.staysafeonline.info/
National Institute of Standards and Technology (NIST) Computer Security Resource Center (CSRC) - http://csrc.nist.gov/
SANS Institute Computer and Information Security Training - http://www.sans.org/
